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1.0.Introduction

The ACOS5-Cryptomate Client Kit Administrator Package is a software package designed for
administrators (e.g., Certificate Authorities, Registration Authorities) to prepare and maximize the use
of ACOS5 cards and CryptoMate tokens for their end-users in Public Key Infrastructure (PKI)
applications.

This document contains description of driver, middleware and application included in the package. To
help you with managing your certificates and digital signatures, also included in this document are
guides on how to use your smart cards and tokens in various third party applications such as:

e Internet Explorer®

¢ Mozilla® Firefox®

e Microsoft® Active Directory®

e Microsoft® Management Console
¢ Microsoft® Outlook®

e Mozilla® Thunderbird®

e Microsoft® Word®

e LibreOffice

e Adobe® Acrobat®

e Adobe® Reader®

This user manual will use the term "token" to refer to the ACOS5 smart card or CryptoMate token.

1.1. Administrator Guide

This client kit makes it easy for Administrators to manage and distribute tokens to their end-users. The
ACOS5-CryptoMate Client Kit comes with two CDs, namely:

1. Administrator Package — This package is intended for Certificate Authorities, Registration
Authorities and other administrator roles who will prepare the tokens to be used by their end-
users.

2. User Package — This package is intended for end-users who will use their tokens with digital
certificate to various PKI applications such as digital signing and encrypting.

Note: You cannot install the Administrator Package and User Package on the same computer.
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2.0.Client Kit Specifications
To ensure optimal use of the client kit package, make sure your system is running with the following
specifications:
2.1. Supported Smart Card/Token
e ACOS5-64 Cryptographic Smart Card V3.00
e CryptoMate Nano Cryptographic Token
e ACOS5-64 Cryptographic Smart Card V2.00
e CryptoMate64 Cryptographic Token

2.2. Supported Smart Card Reader
e ACR39U Smart Card Reader
e ACR38U Smart Card Reader

2.3. Supported Operating Systems

e Windows® 7 (32-bit and 64-hit)
e Windows® 8.1 (32-bit and 64-bit)
e Windows® 10 (32-bit and 64-bit)
e Windows® Server 2012 (64-bit)

2.4. Supported Third Party Applications
e Internet Explorer®
e Mozilla® Firefox®
e Microsoft® Active Directory®
e Microsoft® Management Console
e Microsoft® Outlook®
e Mozilla® Thunderbird®
e Microsoft® Word®
e LibreOffice
e Adobe® Acrobat®
e Adobe® Reader®
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3.0.Client Kit Architecture

The ACS Client Kit was developed to work with ACOS5 Card Operating System and ACOS5T
Cryptographic USB Token (also known as the CryptoMate Series) developed by ACS.

To use the ACOS5 and CryptoMate for PKI applications, ACS provides the CSP and PKCS #11
middleware, as well as the token management application in the ACOS5-CryptoMate Client Kit.

The client kit (Administrator Package) contains all the necessary middleware and tools for
administrators to initialize tokens for their end-users. Furthermore, the Administrator Package also lets
the administrators to perform various secured transactions such as digital signature, email encryption,
online payments, Windows log-on, and other PKI applications.

The figure below shows the interaction of the various components of the client Kit.

Third Party Third Party ACSCMU Third Party
Applications Applications Applications
(Microsoft (ACS Certificate (Non-Microsoft
Smart Card Logon ili i
Applications) ( gon) Management Utility) Applications)
Applications
CryptoAPI:
Next Gen CryptoAPI ACS PKCS #11
ACS CSP
ACS Key Storage (Cryptographic ACS PKCS #11
Provider (KSP) Service Provider)
Middleware

Windows Resource Manager

ACS Smart Card Reader/Token Driver

Operating System Layer

Figure 1: ACOS5-CryptoMate Client Kit Architecture
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4.0.Client Kit Components

The Administrator Package installs the following components:
1. ACS Unified PC/SC Driver
2. ACS Middleware
3. ACS Certificate Management Utility

4.1. ACS Unified PC/SC Driver

The ACS Unified PC/SC Driver is a single driver installer that enables all generic ACS Smart Card
Readers to run with various Windows® operating systems. It is certified by Microsoft® WHQL and
allows automatic download updates when you are connected to the Internet.

4.2. ACS Middleware

Smart card technology combined with public-key security system provides an additional level of
protection against hackers. All sensitive credentials and private keys are stored inside the token which
helps to encrypt and protect sensitive information from security attacks.

To use the token for cryptographic applications such as PKI with your digital certificates, ACS
provides the CSP and PKCS middleware components which are further discussed in the succeeding
sections.

Both of these middleware components are needed to be installed in your system to allow you to use
your token for various PKI applications using a Windows operating system.
4.2.1. ACS Cryptographic Service Provider (CSP)

This middleware is based from Microsoft CryptoAPI to allow your token to be instantly recognized by
systems running with Windows XP.

4.2.2. ACS Key Storage Provider (KSP)

This middleware is based from Microsoft Next Generation Cryptography Middleware or CNG which
was introduced for Windows Vista and later.

4.2.3. ACS PKCS #11

For cross-platform applications such as Mozilla® Firefox® and Mozilla® Thunderbird®, you need to
explicitly load the PKCS in the application itself. In this case, ACS provides the PKCS #11 middleware
to help you in using the token in cross-platform applications. This ensures that your application can
recognize your token and perform cryptographic operation through the ACS PKCS middleware.

IMPORTANT: To use the middleware and the application, make sure that the Microsoft Visual C++
2008 SP1 Redistributable Package is installed in your system. You can download it from:
http://www.microsoft.com/en-us/download/details.aspx?id=5582
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The ACS Certificate Management Utility (ACSCMU) is an application that helps you manage the
certificates and cryptographic data objects stored in your token. As an Administrator, you can use the
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cate Management Utility

ACSCMU to initialize and re-initialize the token in preparing it for PKI usage.

You can access this application in the Start menu:

e Advanced Card Systems Ltd
0 ACOS5-CryptoMate Admin Client Kit

= ACS Certificate Management Utility

B ACS Certificate Management Utility i — ==
File Actons Options Help
rSlot List
FAACS CryptoMate (T2) 0 [Card Present]
@ Re-initialize Token
'!ﬁ.' Logout
r~5lot and Token Information
Details | Value
— -
Slot Description ACS CryptoMate (T2) 0 Change User PIN
Slot Manufacturer ACS .
Slot Flags CKF_TOKEM_PRESENT, CKF_REMOVABLE_DEVICE, CKF_HW _SLOT
Token Name ACS Admin Token
Token Manufacturer Advanced Card Systems Ltd, "a i Token
Token Model CTMT2-B =
Token Serial Number ADEQDOD5BA10A6500
Token Flags CKF_RNG, CKF_LOGIN_REQUIRED, CKF_LISER._PIN_IMITIALIZED, CKF
Maximum PIN Length 3
Minimum PIN Length 4 B  UnlockUserPiH
Total Public Space 38730
Free Public Space 38730
Total Private Space 18802 -
Free Private Space 18802 =7 Change SO PIN
Token Hardware Version | 5.00
< | i
User has logged in successfully.

Figure 2: ACS Certificate Management Utility — User Interface

It is highly recommended that you read first the ACSCMU Help File provided with the tool in order to
know the functionalities of this token management application.

Note: For Windows 7 users, make sure to install the Microsoft .NET Framework v4.5.1 to your
computer to run the ACS Certificate Management Utility. Click here to download the installer.
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4.3.1. Administrator and User Access

The Administrator can use the ACS Certificate Management Utility (ACSCMU) to initialize and re-
initialize the token in preparing it for PKI usage. For end-users, they can use the ACS Certificate
Management Essentials (ACSCME) as their token management application, which is a trimmed down
version of the ACSCMU.

The table below shows a comparison of functions between the token management application for
Administrator and end-users.

ACS Certificate ACS Certificate

Function Management Utility Management Essentials
(ACSCMU) (ACSCME)

v X

Initialize/Re-initialize Token

Log in/Log out
Change User PIN

Rename Token
Unlock User PIN
Change SO PIN (or PUK)

SN NS

X

View Certificate

Import Certificate

ANIERNE RN

Export Certificate

Delete Certificate

View Data Object

Delete Data Object

Create Secret Key

Edit Secret Key

AN N NN

Delete Secret Key

X

Set up Token Initialization Setting

Set up Application Setting

N N N N N T N N N N N N NS N T
x

Set up Middleware Log Setting

AN
AN NE RN

View Help File

Table 1: Administrator and End-user Functions

Page 9 of 79

ACOS5-CryptoMate Client Kit (For Windows) — Administrator Package Manual info@acs.com.hk

Version 1.04 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

5.0.Compatibility across Client Kit versions

This section discusses the compatibility across the ACOS5-CryptoMate Client Kit package releases
and versions for Windows, Mac and Linux operating systems.

All components of the client kit, including ACSCMU/ACSCME tools, and CSP and KSP middleware
for Windows, use the PKCS middleware that is responsible for the compatibility across client kit
versions.

If a token has been initialized or used with any of the New Client Kit Packages (refer to Table 2), and
then the user performs any of the following actions using the Old Client Kit Packages (refer to Table
2):

e Request, create, import or delete certificates
e Create or delete data objects
e Create or delete secret keys
These updates cannot be viewed once the token is used with the New Client Kit Packages again.

Below is a distinction of the packages:

Old Client Kit Packages New Client Kit Packages

Client Kit for Windows v4.0.4.2 and later
acospkcs11.dll v4.0.4.6 and later

Client Kit for Windows v4.0.4.1 and below Client Kit for Linux v4.0 and later
acospkes11.dll v4.0.4.5 and below libacospkes11.so v4.0.0 and later

Client Kit for Mac OS v4.0 and later
libacos5pkes11.dylib v4.0.0 and later

Table 2: Client Kit Package Distinctions

To ensure compatibility between package releases, use the hotfix application included in this Client
Kit Package located in the same directory of ACSCMU/ACSCME.

To run the application:
1. Go to the path:
X:\Program Files\Advanced Card Systems Ltd\ACOS5-CryptoMate Admin Client Kit\Tools
Note: X is the letter of your local drive.

2. Run the HotFix.exe file.

Another way is to ensure that all of your end-users have installed the latest User Package first before
you provide them with newly-initialized tokens using Client Kit Admin Package v4.0.4.3 and later.
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6.0.Managing certificates using third party applications

This section will show you a step-by-step guide on how to manage your digital certificate with various
PKI applications in different platforms.

6.1. Using certificates in Internet Explorer®

Since Internet Explorer is a Microsoft Windows application, you no longer have to manually load the
middleware in the application. The ACS Cryptographic Service Provider middleware is automatically
loaded in your system once you install the client kit package.

6.1.1. Requesting a certificate using Internet Explorer

Before requesting a certificate, make sure that your token has been initialized. Please refer to the
Help File of ACSCMU to know how.

To request a certificate using Internet Explorer:
Note: This procedure will use Comodo as the Certificate Authority.
1. Connect your token to your computer.

2. Go to http://www.Comodo.com/home/internet-security/free-email-certificate.php and sign up
for a free e-mail certificate.

,é Free Secure Email Certificate with Digital Signature | Sign Up now - Internet Explorer o |EI|5|
-.\__)-.- L IC https: /. co... pj@ *4 c Free Secure Email Certificate... * | I {lf.} 'f\“? {g
CoOMODO 8

Creating Trust Online®

5]

Asia & 3a:i" Search our websit

About Us Resources Newsroom Career Login

PERSONAL SSL CERTIFICATES ENTERPRISE PART

Free Secure
Email Certificate

Email Certificate (S/MIME) protects your
emails with encrypting and digitally signing.

4.8 15 of 4 Reviews

Free Ewail
| N ow Ca‘tq’:,catc =
10 . O lm\l
COMODO
SEEURE,V
|htb:|s:,F,.’secure.comodo.com;’produds,.’ﬁonmage?area =SecureEmailCertificate&currency =USD&regio. .. L - >
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3. Inthe Application for Secure E-mail Certificate page, fill up your details including Name, E-
mail and Country.

fé Secure Email Certificates - Application - Internet Explorer

@\:—: = Ic https: /fsecure. ,Oj % C.. |§| C 5ecure Email Certificates - A... % | |

coMODOo

Creating Trust Online

Application for Secure Email Certificate SEER ENAf Sariitefe
Step 1: Provide details

Your Details for your certificate

First Name |Abert Cesar o

Last N - Step 2: Collect and

ast Name [Smith install your certificate
Email Address |acsarsmith@gmail com
Country |United States ~]

Advanced Private Key Options Use Default Settings

CSP IAdvanued Card Systems CSP v4.5 :

Key Size |2Na -

Exportable? ]

User protected? ] v
< >

4. Under Advanced Private Key Options, select Advanced Card Systems CSP vX.x in the
CSP drop-down list.

Note: If the Advanced Card Systems CSP is not in the list, make sure the ACOS5-
CryptoMate Client Kit is properly installed.

5. Clear the Exportable? check box. This adds security and prevents the private key from being
exported.

6. Type in a revocation password. This allows you to revoke your digital certificate in case of
loss or accidental deletion.

Revocation Password

If you believe the secunty of your certificate has been compromised, it may be revoked. A revocation
password is required to ensure that only you may revoke your cerificate:

Revocation Password |---------"

Comodo Mewsletter " Optin?

7. Accept the terms of the subscriber agreement, and then click Next.
8. Type in your token PIN when prompted.

9. Once the application is successful, the details on how to collect your free Secure E-mail
Certificate will be sent to your e-mail.
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10. In the confirmation e-mail, press the Click & Install Comodo E-mail Certificate button.

Your Comodo FREE
Personal Email Certificate b

iIs now ready for collection! ;, -
Dear Albert Cesar Smith, How to encrypt mail
Step 1

Congratulations - your Comodo FREE Personal Secure Email Certificate is now ready
for collection! You are almest able to send secure email!

Create a new Mail

Simply click on the button below to collect your certificate. th o8 pm regen jub powe b
|y PP Bt
[ g - h\-rh\k
Dosg M vy Fordes
Click & Install Comodo Email Certificate ::m ot
et
e O Mostryg bt

11. You will be directed to Collection of Secure E-mail Certificate page. Comodo will attempt to
collect and install your Free Certificate.

12. Type in your token PIN when prompted.

13. A “Successful” message will appear once the certificate has been collected and installed.

G: Secure Email Certificates - Application - Internet Explorer

% Ic https: //secure.« ,Oj % C.. |§| (C secure Email Certificates - A... % | |

COMODO

Creating Trust Online

Collection of Secure Email Certificate Secure Email Certificates

Step 1: Provide details
for your certificate
Attempting to collect and install your Free Certificate...
Step 2: Collect and
install your certificate

Successful

@ Copyright 2016. All rights rezerved.

Tuesday November 8, 2016
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6.1.2. Viewing certificates in Internet Explorer

To view certificates using Internet Explorer:

Note: Make sure that the ACS Certificate Management Utility (ACSCMU) is running in your system.
1. Inthe Tools menu, click Internet options.
2. Under the Content tab, click Certificates.

e

-Generall Security I Privacy Content ICunnecﬁuns | Programs | Advanced |

Family Safety
] Control the Internet content that can '@' Family Safety |
" " be viewed.
Certificates
IIse certificates for encrypted connections and identification.
Clear 551 state || Certiﬁ@tes I Publishers
by

3. The Personal tab will display the certificate(s) currently present in your system.

ﬂ

Intended purpose: I-::.ﬁ.ll:: j

Personal |Dﬁ1er People | Intermediate Certification Authorities | Trusted Root Certification_4 I *I

Friendly Name

acsarsmith@gmail.c. ., COMODO SHA-256 Cli...  11/9/2017  <None:=

Import... Export... Remove Advanced |

Certificate intended purposes
Secure Email, 1.3.6.1.4. 1.6449.1.3.5.2

Learn more about certificates
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6.2. Using certificates in Mozilla® Firefox®

6.2.1. Loading PKCS #11 in Mozilla Firefox
To manually load the PKCS #11 in Mozilla Firefox:
1. Inthe Tools menu, click Options, and then click Advanced.

2. Under the Certificates tab, click Security Devices.

General Ad va nced
Search
General Data Choices Network Update Certificates
Content
Applications Requests

When a server requests my personal certificate:

Privacy

Select one automatically

Security @® Ask me every time

Sync
¥ Query OCSP responder servers to confirm the current validity of certificates
Advanced

View Certificates Security Devices

3. The Device Manager will be displayed. Click Load.

Device Manager

Security Modules and Devices I Details I Value I

ABuiltin Roots Module
Builtin Object Token

aN35 Internal PKCS #11 Module
) ) Llog Qut |
Generic Crypto Services
Software Security Device Change Fassword |

Unload |
Enable FIPS |

|

Log In

Load

4. Type in “ACS PKCS #11 Module” as Module Name.

ACOS5-CryptoMate Client Kit (For Windows) — Administrator Package Manual

Version 1.04
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5. Locate the acospkcsll.dll file in the path: C:\Program Files\Advanced Card Systems
Ltd\ACOS5-CryptoMate Admin Client Kit\Middleware\x86\PKCS\, and then click Open.

x|
‘OO || - Middeware ~ xB86 ~ PKCS > |23 | searchPrcs \[}_ﬂl

Organize *  Mew folder 4= ~ [ @I

& Downloads ﬂ MName = | Date modified | Type |
1| Recent Places T — ;
#& OreDrive acospkes11.dll 11/8/2016 11:08 AM  Application extension

- Libraries
3 Documents
Gl Git
J’ Music

=] Pictures

B2 videos

18 Computer
£, Local Disk (C2)
a Local Disk (D:) ﬂ 1] | ﬂ

File name: |acospkesl1.dll =] fainFiles [

Open I: vl Cancel |
" Vi

Note: If you installed the package in another folder or path, make sure to enter the correct file
path. For 64-bit platform users, please make sure to load the 64-bit .dll file in the 64-bit
application and the 32-bit .dll file in the 32-bit application respectively.

6. Once the file is located, click OK.

—Ioix]

Enter the information for the module you want to add.

Module Name: | ACS PKCS#11 Module

Madule filename: I C:\Program Filesadvanced Browse...

oK [: | Cancel

7. The Device Manager will display the ACS PKCS #11 Module and your token.
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8. Select your token, and then click Log in.

Device Manager ﬂ

Security Modules and Devices I Details I Value I Log In
ANSS Internal PKCS #11 Module Status Mot Logged In Log Out |
Generic Crypto Services Description ACS CryptoMate (T2, —
Software Security Device Manufacturer ACS Change Password |
ABuiltin Roots Module HW Version 0.0
Builtin Object Token FWW Version 0.0 Load
AACS PKCS#11 Module Label ACS Admin Token Unload |
ACS Admin Token Manufacturer Advanced Card Syst. .
Serial Mumber ADEQOOSEA 1046500
HW Version 5.0
FW Version 3.1

9. Type in your token PIN when prompted.

10. Once logged in, your token is now ready to use with Mozilla Firefox.
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6.2.2. Requesting a certificate in Mozilla Firefox

Before requesting a certificate using Mozilla Firefox, make sure that you have installed the ACS PKCS
#11 Middleware for Mozilla Firefox. See Loading PKCS #11 in Mozilla Firefox for more details.

Make sure that your token has been initialized. Please refer to the Help file of ACSCMU to know how.

To request a certificate using Mozilla Firefox:
Note: This procedure will use Comodo as the Certificate Authority.
1. Connect your token to your computer.

2. Go to http://www.Comodo.com/home/internet-security/free-email-certificate.php and sign up
for a free e-mail certificate.

=0l x|
(C Free Secure Email Certificate .. %
(Ii- ;l i) @ | https: /jwww.comodo.com/home femail-security ffree-email-certifi E1| & HQSEarth | 'ﬁ' E 4+ # 9 =
COMOD 0 Asia & Pacific j Search our website
Gragting Trust-Onlines About Us  Resources  Newsroom  Career  Login
PERSONAL SSL CERTIFICATES ENTERPRISE PARTNERS
Easily e}
Free Secure gt [ = y
- - - Mssages ! = /
Email Certificate . — f
Email Certificate (S/MIME) protects your emails f“
with encrypting and digitally signing. "
4.8 15 of 4 Reviews
tree Ewnail
Certificate _
</ 0
COMODO
SECURED . |

https: //secure. comodo. com fproducts/frontpage?area=SecureEmailCer tificate&currency =U. . =PHEentryURL =https: [ www. comodao. com/home femail-security ffree -email-certificate. php
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3. In the Application for Secure Email Certificate page, fill up your details including Name,
Email and Country.

7} Mozila Firefox Start Page (C Secure Email Certificates - Ap...

&,] (i) i Comodo CA Ltd (GB) | htips: /fsecure.comodo.com jprod c | | Q, search

cCOMODO

a3 A 9 =

Creating Trust Online

Secure Email Certificates

Application for Secure Email Certificate . Step 1: Provide details

for your certificate
Your Details —
First Name [#iert Cesar Step 2: Collect and
Last Name |smith

install your certificate
Email Address

aczarzsmith@gmail. com
Country United States =]

Private Key Options
Key Size (bits): | High Grade vl

4. Under Private Key Options, select High Grade as key size.

5. Type in a revocation password. This allows you to revoke your digital certificate in case of
loss or accidental deletion.

Revocation Password

If you believe the secunty of your certificate has been compromised, it may be revoked. A revocation
password is required to ensure that only you may revoke your cerificate:
Revocation Password  [sewessssess

Comodo Newsletter " Optin?

6. Accept the terms of the subscriber agreement, and then click Next.
7. Choose your token, and then click OK.

Please choose a token.

8. Wait until key generation is finished.

Generating A Private Key x|

Key Generation in progress... This may take a few minutes. ..,

Please wait...
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9. Once the application is successful, the details on how to collect your free Secure E-mail
Certificate will be sent to your e-mail.

10. In the confirmation e-mail, press the Click & Install Comodo E-mail Certificate button.

Your Comodo FREE | —
Personal Email Certificate 8
Is now ready for collection! -

Dear Albert Cesar Smith, How to encrypt mail

Step 1
Congratulations - your Comodo FREE Personal Secure Email Certificate is now ready P

for collection! You are almest able to send secure email! Create a new Mail

M lnben - Wicrmatt Otiook

Simply click on the button below to collect your certificate. [t Lok o fegem Juk fows isb

— hooe 1 Byt . Py
Click & Install Comodo Email Certificate .. ==
i = B

11. You will be directed to Collection of Secure E-mail Certificate page. Comodo will attempt to
collect and install your Free Certificate.

12. An alert will confirm that your personal certificate has been installed.

aert x|

/ I\ Your personal certificate has been installed. You should keep a backup copy of this certificate.

I
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6.2.3. Viewing certificates in Mozilla Firefox
To view certificates using Mozilla Firefox:

Note: Make sure your token is logged in to the Device Manager. See Loading PKCS #11 in Mozilla
Firefox to know how.

1. Inthe Tools menu, click Options.

2. Click Advanced. Under the Certificates tab, click View Certificates.

Generdl Advanced ®
Search
General Data Choices Network Update Certificates
Content
Applications Requests

Privacs When a server requests my personal certificate:
Tvacy

Select one automatically

Security )
> ! @ Ask me every time

Sync

¥ | Query QOCSP responder servers to confirm the current validity of certificates
Advanced

View Certificates Security Devices

3. Under Your Certificates tab, select your certificate, and then click View.
x

Your Certificates | People | Servers | Authorities | Others |

You have certificates from these organizations that identify you:

Certificate Mame I Security Device I Serial Number I Expires On IEI
ACOMODO CA Limited
: acsarsmithi@am... ACS Admin Token 00:9C:D7:63:89... Thursday, Mowvember 09, 2017

View. .. ,\J Backup... Backup All... Impaort... Delete. .. |
L
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4. The general properties and details of your certificate will be displayed.

Certificate Viewer:"ACS Admin Token:acsarsmith@gmail.com™ |

General | Details |

This certificate has been verified for the following uses:

I mail Signer Certificate

| Email Redipient Certificate

Issued To

Cammon Mame (CH) <Mot Part Of Certificate =

Organization (O] <Mot Part Of Certificate =

Organizational Unit (OU) <Mot Part Of Certificate >

Serial Mumber 00:9C:D7:63:89:95:70: 31 1A: 29: 1E:F5:F5: 28: 2F:6E: AS
Issued By

Comman Mame (CM) COMODO 5HA-256 Client Authentication and Secure Email CA
Oraganization (3) COMODO CA Limited

Organizational Unit (OU) <Mot Part O Certificate>

Period of Validity

Begins On Tuesday, Movember 08, 2016

Expires On Thursday, Movember 09, 2017

Fingerprints

SHA-256 Fingerprint Co:75:7F:B9:CD:45:4F:E7:43:7B:4A:9F:3E:B1:B5:CD:
EE:CF:10:F5:BB:RB:E8:CA:-54:18:25:57:95:B8:-24:05
SHA1 Fingerprint T 7A:55:5A:74:81: 1D 8D:60:08: 20:B3: 10: 72: 23: 23:82:96:60: CC
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6.3. Using certificates in Microsoft Management Console (MMC)

The Microsoft Management Console (MMC) provides system administrators and advanced users
with a flexible interface through which they may access digital certificates currently present in the
system. Certificates stored in a token can be automatically or manually installed in the Windows
Certificate Store when a token is connected to the system. This certificate propagation service can be
accessed through the Application Settings of ACS Certificate Management Utility (ACSCMU). To
know more details about this feature, see Help File of the ACSCMU application.

6.3.1. Requesting a certificate in Microsoft Management Console (MMC)

Requesting a certificate in MMC can only be done if you are connected to a domain server that is
configured to issue digital certificates (see Connecting to a domain). The following procedure will
show you the steps in requesting a certificate from a domain server through MMC.

To request a certificate in Microsoft Management Console (MMC):

1. Typein"certmgr.msc" on the search text box from the Start menu, and then press Enter.

certmgr.msc

2. The MMC Console will show the certificates of the current user. Right-click on the Personal
folder, point to All Tasks, and then click Request New Certificate.

= certmgr - [Certificates - Current User] - |EI|1|
File Action View Help
@ |5l =
@ Certificates - Current User I Logical Store Mame
= L] =
b :
= = W Find Certificates... i‘j‘ Personal
es| Truster | Trusted Root Certification Authprities
_| Enterp IR et ] Find Certificates...
| Interm rities
= Active Refresh Reguest New Certificate. ..
= Impaort...
el Truste: Help po
- Un.trus L Advanced Operations r
_| Third-Party Root Certification AL |~ — "
| Trusted People _| Third-Party Foot Certihcation Authorities
“| Other Peaple T.Trusted People
| Certificate Enrollment Requests | - Other People
= Smart Card Trusted Roots _| Certificate Enrollment Requests
| Smart Card Trusted Roots
dl | HiS | H
|Request a new certificate from a certification authority (CA) in your domain |

3. Certificate Enrollment will begin. Click Next.
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4. Select certificate enrollment policy, and then click Next.

Pl Certificate Enrollment ) [m] 4

] Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates. Certificate
enrollment policy may already be configured for you.

Configured by your administrator

Active Directory Enrollment Pol

Configured by you Add New

Learn more about certificate enrollment policy

Next[‘:: I Cancel

5. Scroll down and check the Smart card User box.

6. Click the Details arrow to show the description of the certificate type, and then click
Properties.

A Certificate Enrollment =13 x|
|| Certificate Enrollment

Request Certificates

‘You can reguest the following types of certificates. Select the certificates you want to request, and then dick Enrall,

=
[v Smartcard User 1) STATUS: Available Details (#)
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key encpherment
Application policies:  Secure Email

Client Authentication

Smart Card Logon

Validity period (days): 365

Propeifes |

[ User i) STATUS: Available Detalls(3)
i)

-

™ Show all templates

Learn more about certificates

Enroll I Cancel
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7. Under the Private Key tab, select Advanced Card Systems CSP vX.x in the list of
Cryptographic Service Provider and make sure that this is the only CSP selected. Click OK.

Certificate Properties |

" General | subject | Extensions  Private Key |Cerﬁﬁmtion Authority |

Cryptographic Service Provider &
A CSP iz a program that generates a public and private key pair used in many certificaterelated
processes.

Select cryptographic service provider {(CSF):

"] Microsoft Strong Cryptographic Provider (Encryption) -
[V Advanced Card Systems CSP w5 (Encryption)

[ Microsoft Base Cryptographic Provider v1.0 (Encryption)

[~ Microsoft Base D55 and Diffie-Hellman Cryptographic Provider (Encryption)

[ Microsoft Base Smart Card Crypto Provider (Encryption)

[~ Show all csPs
Key options @
Key type 3]

Learn more about private key

CK I Cancel Apply

8. Type in your token PIN when prompted.

9. Wait until the certificate request is finished.

10. Once completed, a confirmation will show that the certificate has been enrolled and installed.
Click Finish.

A Certificate Enrollment =13 x|
;| Certificate Enrollment

Certificate Installation Results

The following certificates have been enrolled and installed on this computer.

Active Directory Enrollment Policy

[ smartcard User J STATUS:Succeeded Details @&
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key endpherment
Application policies:  Secure Email

Client Authentication

Smart Card Logon

Validity period (days): 365

View Certificate |

Finish :\ |
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6.3.2. Viewing certificates in Microsoft Management Console (MMC)
To view certificates using MMC:
1. Click on the Start menu.

2. Type in "certmgr.msc" on the search text box and then press Enter.

certmagr.msc

3. The Microsoft Management Console (MMC) displays the different folders where the
certificates are stored. Under the Personal folder, click Certificates.

4. The MMC displays the certificate(s) currently present in your system.

F= certmgr - [Certificates - Current User\Personal\Certificates] - |EI|1|
File  Action View Help

T EENEEN =

E@ Certificates - Current User Issued To = | Issued By | Expiration Date |
= [ Personal 5lacsarsmith@gmail.com COMODO SHA-256 Client Authentica...  7/29/2017
| % ;] christophmatte @gmail.com COMODO 5HA-256 Client Authentica... 7/23/2017
| Trusted Root kErtification Authc

| Enterprise Trust

| Intermediate Certification Authc
| Active Directory User Object

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification At
| Trusted People

| Other Peaple

| Certificate Enrollment Requests
| Smart Card Trusted Roots

HEFHHEBHEBNBER

1| | Al | -+

|Personal store contains 2 certificates. |
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6.4. Using certificates in Microsoft® Outlook®

Before signing/encrypting an email, Microsoft Outlook should know which digital certificate should be
used for each operation. The following procedure will help you configure your digital certificate when
signing and encrypting emails.

Notes:

1. The email account to be used in Microsoft Outlook SHOULD be the same email address that
was used in requesting a digital certificate.

Make sure that a token with a valid certificate is connected in your system.

3. The certificate in the token should be installed in Windows Certificate Store. To check, see
Viewing certificates in Microsoft Management Console (MMCQC).

To set up a digital certificate in Microsoft Outlook 2013:
1. Goto File| Options | Trust Center and click Trust Center Settings.

Outlook Options 2=l
General
Help keep your documents safe and your computer secure and healthy.
Mail
Calendar Protecting your privacy
People Microsoft cares about your privacy. For more information about how Microsoft Qutlook helps to protect your privacy,
please see the privacy statements.

Tasks

Show the Microsoft Qutlook privacy statement
Search i K

Office.com privacy statement
Language Customer Experience Improvement Program
Advanced Microsoft Office Feedback "Send a Smile” Privacy Statement
Customize Ribbon Security & more

Quick Access Toolbar Visit Office.com to learn more about protecting your privacy and security.

Add-Ins Microsoft Trustworthy Computin

Trust Center
Microsoft Outlook Trust Center

The Trust Center contains security and privacy settings. These settings help keep your -
computer secure, We recommend that you do not change these settings. Trust Center Settlngs..
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2. Click Email Security button in the left side panel, and then click Settings under Encrypted
email area.

Trusted Publishers

Encrypted e-mail
Privacy Options
o [T Encrypt contents and attachments for outgoing messages

E-mail Security [” Add digital signature to outgoing messages

Attachment Handling ¥ Send clear text signed message when sending signed messages

Automatic Download [T Request S/MIME receipt for all S/MIME signed messages

Macro Settings Default Setting: ﬂ Settings..

Programmatic Access Digital IDs (Certificates)

— | Digital IDs or Certificates are docurnents that allow you to prove your identity in
electronic transactions.

Irnport/Export... I Get a Digital ID...

Read as Plain Text

[T Read all standard mail in plain text
[T Read all digitally signed mail in plain text

Script in Folders

[T Allow seript in shared folders
¥ Allow script in Public Folders

QK Cancel

3. The Change Security Settings dialog box will appear. Under Certificates and Algorithms,
click Choose to specify the signing and encrypting certificates.

Change Security Settings ﬂ

Security Setting Preferences

Security Settings Name:

I My S/MIME Settings (acsarsmith@gmail.com]

Lef L

Cryptography Format: IS,.-'M IME
v Default Security Setting for this cryptographic message format
v Default Security Setting for all cryptographic messages

Security Labels... | Mew Delete |

Certificates and Algorithms

Signing Certificate: Iacsarsmith@gmail.c-:um Choase...[ |

Hash Algorithm: fsHa1 =]

Encryption Certificate: Iacsarsmith@gmail.c-:um Choose...

Encryption Algorithm: | AES (256-bit) =l
¥ Send these certificates with signed messages

oK | Cancel
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4. Select the certificate to be used, and then click OK.

Note: If your certificate is not in the list, close the dialog and then re-insert the token to the
reader/USB slot. Wait until the reader/token stopped blinking. Repeat the previous step and
see if the certificate in your token is now available in the certificate list.

5. After specifying Signing Certificate and Encryption Certificate, click OK.

6. You are now ready to send/receive signed and/or encrypted emails using your ACS token in
Microsoft Outlook.
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6.4.1. Signing an e-mail using Microsoft Outlook

Signing emails is synonymous to putting your own signature (like a thumbprint or seal) in a letter. This
ensures your recipient that the message really came from you, and that you have put your own mark
on the email for the recipient to verify. This also ensures that the message has not been tampered in
between the sender and the recipient.

Notes:
1. Make sure that a token with a valid certificate is connected in your system.

2. The certificate in the token should be installed in Windows Certificate Store. To check, see
Viewing certificates in Microsoft Management Console (MMC).

To sign an email in Microsoft Outlook 2013:
1. Create a new mail message as usual.

2. Before sending, click the Sign button in the Options tab.

OPTIONS FORMAT TEXT REVIEW
0.2
Encrypt | Request a Del
2 Sign Use Voting Request a Reg
Buttons -
Ids ' Permission Tracking
3. Click Send.
EH S O = Signed Mail - Message (HTML) ? H - 0O X%
WESSAGE IMNSERT OPTIONS FORMAT TEXT REVIEW ADOBE PDF
- T 0 T 'c)
| n Colors @ EEI‘_ Encrypt | Request a Delivery Receipt ,3‘ Q ‘.%
Fonts - ) .
Themes — age Bcc 2 Sign Use Voting Request a Read Receipt Save Sent Dnlala}r Dl.rect
- | Effects ™ Colar~ Buttons - Item To = Delivery Replies To
Themes Show F.... Permission Tracking Pl More Options [ R
From = acsarsmith@gmail.com
=1
Tou. christophmatte @amail. com
Send
% Cc...
Subject Signed Mail

This is a signed email.

christophmatte@gmailcom MNoltems D s

4. Type in your token PIN when prompted.
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5. A small red ribbon icon is attached to the message indicating that the email was signed, and
the digital signature is trusted.

H + b = Signed Mail - Message (HTML) ? EH - 0O X
MESSAGE ADOBE PDF

T x 2 Reply Ee ¥ Move to: 7 m =7 S Mark Unread % ik Q
@}_Replyﬁ«ll ’1_{“,7- &3 To Manager - -
u.@' Delete @,Forward E-@- E7 Team Email - M?ve 2|. |™ Follow Up~ Tranflate L} ; Zoom
Delete Respond Quick Steps P Move Tags P Editing Zaoom -

Thu 7/28/2016 2:20 PM
Albert Cesar Smith <acsarsmith@gmail.com
Signed Mail

To Christopher Matte

Signed By acsarsmith@gmail.com - Q

This is a signed email.

[5) Albert Cesar Smith Signed Mai |:| "~

6. Click the red ribbon icon to view the details of the digital signature.

Digital Signature: Valid x|
Subject:  Signed Mail
From: Albert Cesar Smith

Signed  acsarsmith@gmail.com

a The digital signature on this message is Valid and Trusted.

For more information about the certificate used to digitally
sign the message, click Details.
Details...

[~ Warn me about errors in digitally signed e-mail before message opel

Close
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6.4.2. Encrypting an e-mail using Microsoft Outlook

Encrypting an email adds another security feature that prevents a third party entity to see the actual
content of the email. It also protects sending of mail messages through an unsecured medium (e.g., a
compromised wireless network).

On the other hand, if you received a signed email, you can also reply to that email and have it
encrypted.

Notes:
1. Make sure that a token with a valid certificate is connected in your system.

2. The certificate in the token should be installed in Windows Certificate Store. To check, see
Viewing certificates in Microsoft Management Console (MMC).

To encrypt an email using Microsoft Outlook 2013:

1. When you receive a signed email and you want to reply with an encrypted email, click Reply
button under the Message tab.

2. Compose your reply message as usual, and then click Encrypt in the Options ribbon.

OPTIONS FORMAT TEXT REVIEW
0.0 .
Encrypt V] Request a Delivel
E Sign Use Voting Request a Read f
Buttons =~
Permission Tracking
3. Click Send.
=EH S O = RE: Signed Mail - Message (HTML) ? H - 0O X
MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW ADOEBE PDF
Colors - - | .0 ) ) Y A ®
Ag n @ -] Encrypt - Request a Delivery R t m =1
... % 1] q Ty Recelp =4 %
Th @Fonts- p 88:‘- U ' Save S Del Di
emes age cc Q 5ian se Vaoting Request a Read Receipt ave Sent  Delay rect
- Effects~ Color~ nee Buttons + 9 ? Itern To ~ Delivery Replies To
Themes Show F... Permission Tracking P Maore Options W~
From - acsarsmith@gmail.com
=1
Tou. Christopher Matte <christophmatte @gmail. com
send
Cc...
Subject RE: Signed Mail
S
This is an encryted reply.
From: Christopher Matte [mailto:christophmatte @gmail.com]
Sent: Thursday, July 28, 2016 2:28 PM
To: acsarsmith@gmail.com
Subject: Signed Mail

4. Type in your token PIN when prompted.
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5. If you are the recipient of an encrypted email, a small blue padlock is attached to the mail

message icon indicating that it is encrypted.

H + 4 = Signed Mail - Message (HTML)
MESSAGE ADOBE PDF
v = - ¥
it x €2 Reply E2 Move to: 7 m ‘= E=% Mark Unread a&
Del @(l Reply All l‘_tsv £ To Manager - y it s
& _ Delete . — ove > - ranslate
L Ef,Fomvard EE" El Team Email - . B [* Follow Up . [}
Delete Respond Quick Steps ra Move Tags P Editing
Thu §/25/2016 2:45 PM
Christopher Matte <christophmatte@gmail.com=
Signed Mail
To ‘Albert Cesar Smith'
Signed By christophmatte@gmail.com
This is an encrypted email.
[5 Christopher Matte

it

-

H - O X
: Zoom
Zoom -

6. Click the blue padlock icon to view the details of the encrypted mail message.

Message Security Properties ﬂ

E Subject: RE: Signed email

Messages may contain encryption and digital signature lavers. Each digital
signakure laver may contain mulkiple signatures.
Security Layers

Select a laver below ko view its descripkion.

Subject: RE: Signed email
----- +# Encryption Layer
. Digital Signature Layer
S Signer: christopmattem@grnail. com

Descripkion:

Ok Signed Encrypted message.

Click. ary of the Fallowing buttons to view maore infarmation about or make
changes to the selected laver:

Edit Trust, .. Wigw Dekals, ., Trusk Cerbificate Suthority,., |

Close

[ Warn me about errors in digitally signed e-mail,
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6.5. Using certificates in Mozilla® Thunderbird®

Similar to Microsoft Outlook, you can send and receive signed/encrypted emails using your token in
Mozilla Thunderbird.

The ACS PKCS Middleware also allows a user to send/receive signed and/or encrypted emails using
the token.

Note: Before using a token in Mozilla Thunderbird, make sure that you have requested a certificate
from a Certificate Authority. This certificate will be used for encryption and signing email.

6.5.1. Loading PKCS #11 in Mozilla Thunderbird

To start using your token in Mozilla Thunderbird, make sure that you have loaded the ACS PKCS #11
Module in the application.

To load ACS PKCS #11 in Mozilla Thunderbird:

1. Click the Menu button on the top right corner of the application, and then click

Options.
=10 x|
Rl =

MNew Message k Activity Manager
Attachments 3 Message Filters...  »
Eoit * |4 Add-ons
Find - T
Print... 3

s File 3
Save As 3 View >
Folders 3 Go *
Empty Trash Message »

Tools »
Exit Help b

2. Click Advanced.

3. Under the Certificates tab, click Security Devices.

N x|

- / f'] L
J @& E oo a § [
General Display Composition Chat Security Attachments Advanced

General I Reading & Display I Metwork & Disk Space I Update Certificates |

When a server requests my personal certificate:

{~ Select one automatically  * Ask me every time

View Certificates Revocation Lists Validation | Security Devices |
by
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4. The Device Manager will be displayed. Click Load.
Type in “ACS PKCS #11 Module” as Module Name.

Locate the acospkcsll.dll file in the path: C:\Program Files\Advanced Card Systems
Ltd\ACOS5-CryptoMate Admin Client Kit\Middleware\x86\PKCS\, and then click Open.

x
‘OO | . - Middleware - %86 - PKCS > |23 | searchprcs @‘

Organize *  New folder = -~ O @

a . :
- Favorites —{_ Name | Date madified Type |

Bl Desktop acospkes11.dll 11/8/2016 11:08 AM Application extension

4. Downloads
=l Recent Places
& OneDrive

4 Libraries
3 Documents
)l Git
J’ Music |
(&= Pictures

E Videos

1M Computer
£, Local Disk (C2)

— Local Disk (D2) ﬂ 1] | ﬂ
File name: |acospkes11.dil ~| fauFies .

Open |: vI Cancel |

Note: If you installed the package in another folder or path, make sure to enter the correct file
path. For 64-bit platform users, please make sure to load the 64-bit .dll file in the 64-bit
application and the 32-bit .dll file in the 32-bit application respectively.

7. Once the file is located, click OK.

i

Enter the information for the module you want to add.

Module Name: | ACS PKC5#11 Module

Madule filename: IC:‘n,F‘ngram Files\advanc Browse... I
DK[\{ | Cancel |

8. The Device Manager will display the ACS PKCS #11 Module together with your token.
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9. Select your token, and then click Log in.

=12z

Security Modules and Devices I Details I Value I LogIn
AMNSS Internal PKCS #11 Module Status Mot Logged In Lag Out |
Generic Crypto Services Description ACS CryptoMate (T2... —

Software Security Device Manufacturer ACS Change Password |
aBuiltin Roots Module HW Version 0.0 Load |
Builtin Object Taken FW Version 0.0 =
AACS PKC5#11 Module Label ACS Admin Token ﬂl

ACS Admin Token Manufacturer Advanced Card Syst... Enable FIPS |

Serial Mumber ADEDODSBA10AG500
HW Version 5.0
FW Version 3.1

10. Type in your token PIN when prompted.

11. Once logged in, you are now ready to send/receive signed and/or encrypted e-mails using
your ACS token with Mozilla Thunderbird.
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6.5.2. Configuring your digital certificate in Mozilla Thunderbird

Before signing/encrypting an email, Mozilla Thunderbird should know which digital certificate should
be used for each operation. The following procedure will help you configure your digital certificate for
signing and encrypting emails.

Notes:

1. The email account to be used in Mozilla Thunderbird SHOULD be the same email address
used when the digital certificate was requested.

2. Make sure that the token with a valid certificate is connected in your system, and that you
have loaded the ACS PKCS #11 Middleware for Mozilla Thunderbird.

To set up a digital certificate using Mozilla Thunderbird:

1. Click the Menu button

2. Inthe Account Settings window, click Security in the left side of the panel.

, point to Options, and then click Account Settings.

3. Under Digital Signing, click Select.

Account Settings il

4 acsarsmith@gmail.com S-ecur'rt‘yr
Server Settings

Copies & Folders To send and receive signed or encrypted messages, you should spedfy both & digital
Composition & Addressing signing certificate and an encryption certificate.

Junk Settings ~Digital Signing

Disk Space Use this certificate to digitally sign messages you send:

Return Receipts I Eelect.{\:‘ | Clear

Security

™| Digitally sign messages (by default)
4 Local Folders

Junk Settings rEncryption
Disk Space Use this certificate to encrypt & decrypt messages sent to you:
Qutgoing Server (SMTP) I Select... Clear

Default encryption setting when sending messages:
{* NMever (donotuse encryption)

{~ Required {can't send message unless all recipients have cerfificates)

—Certificates

View Certificates Security Devices

4. Type in your token PIN when prompted.
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5. Select the certificate to be used in the drop-down list, and then click OK.

Select Certificate x|

Certificate:

Details of selected certificate:

Issued to: E=acsarsmithi@gmail. com
Serial Mumber: 00:9C:D7:63:89:95:7D:31: 1A: 29: 1E:F5:F5: 28: 2F :6E: AS
Valid from Tuesday, November 08, 2016 8:00:00 AM to Thursday, Movember 09, 2017 7:59:59 AM
Certificate Key Usage: Signing,key Endpherment
Email: acsarsmith@agmail, com
Issued by: CN=COMODO SHA-256 Client Authentication and Secure Email CA,0=COMODO CA
Limited, L =5alford,ST=Greater Manchester, C=GB
Stored in: ACS Admin Token

oK ‘E I Cancel

Note: The "Stored in" property indicates which token the selected certificate is stored in. This
value SHOULD be the same label with the token being used.

6. A dialog box appears and asks if you want to use the same certificate in encrypting and
decrypting messages sent to you. Click Yes, otherwise, click No and select a different
certificate.

Thunderbird x|

You should also specify a certificate for other people to use when they send you encrypted
#' messages. Do you want to use the same certificate to encrypt & decrypt messages sent to you?

Yes Mo |

7. Once the certificate has been selected for digital signing and encryption, click OK.

8. Your ACS token is now ready to use in signing/encrypting e-mails with Mozilla Thunderbird.
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6.5.3. Signing an e-mail in Mozilla Thunderbird

Signing emails is synonymous to putting one's own signature (like a thumbprint or

a seal) in a letter.

This ensures the recipient that the message came from you and that you have put your own mark on
the email for the recipient to verify. This also ensures that the message has not been tampered in

between the sender and the recipient.

Note: Make sure that a token with a valid certificate is connected in your system.

To sign an email using Mozilla Thunderbird:
1. Create a new mail message as usual.
2. Before sending, click the arrow beside Security in the Composition Toolbar.

&) Write: Signed Mail

Fle Edit \Wiew Insert Format Options

Tools  Help

ESEHd | o Speling - @J.ﬁ.tlﬁch - ES:.=-_|::|.|rit5-I R&Save -
0

3. Click Digitally Sign This Message.

@) Write: Signed Mail N [=] S|
File Edit View Insert Format Opftions Tools Help
§a send | o Speling * [0 Attach + @iseawrity v F5ave -
; Encrypt This Message
From:  Albert Cesar Smith <acsar: « Digitally Sign This Message hd
A To: | christophmatte @gmail.com
o oh @9 View Security Info
Subject:  Signed Mail
IParagraph j I\.-'ariable';"a'idﬂﬂ j .|_ M-A A A A A | T lTE | = E ©-
This is a signed email.
| =

4. Click Send.
5. Type in your token PIN when prompted.

6. Once sent, a signed email will indicate a white envelope with a red seal.

4 Reply | = Forward | 5 Ard1iu'e| [ Junkl & Deletel

) &

Other Actions ~

4:08 PM
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7. Click the envelope to view the details of the signed email.

Message Security x|

Message Is Signed
This message indudes a valid digital signature. The message has not been altered
since it was sent,

Signed by:
Email address: acsarsmith@amail.com
Certificate issued by: COMODO Client Authentication and Secure Email CA

View Signature Certificate I

Message Not Encrypted
This message was not encrypted before it was sent. Information sent over the
Internet without encryption can be seen by other peaple while in transit.

N

Page 40 of 79

ACOS5-CryptoMate Client Kit (For Windows) — Administrator Package Manual info@acs.com.hk

Version 1.04 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

6.5.4. Encrypting an e-mail in Mozilla Thunderbird
To encrypt an email using Mozilla Thunderbird:

1. When you receive a signed email and you want to reply with an encrypted email, click on the
Reply button.

2. Compose your reply as usual. Before sending, click the arrow beside Security in the
Composition Toolbar.

3. Click both Encrypt This Message and Digitally Sign This Message.
) Write: Re: Signed Mail =10 x|

File Edit Wew Insert Format Options Tools Help
12 send | o Speling v [ Attach + Eisearity * Fsave -

v Encrypt This Message
v Digitally Sign This Messagé

From:  Albert Cesar Smith <acsar: o

A To: | Christopher Matte <christo
0 eh View Security Info

Subject:  Re: Signed Mail

IParagraph ﬂ I\.-'ariable Width ﬂ .I_ AA-A AA A A | ST E e | = HE @
This is an encrypted reply. -
On 7/28/2016 7:00 PM, Christopher Matte wrote:
This is a signed email. |
=l
| el 4

4. Click Send.
Type in your email password when prompted.

6. Once sent, an encrypted email will indicate a padlock right beside the envelope with the red
seal.

4 Reply | = Forward | B Archi'u.rel ﬁ Junkl ® Deletel

- 4:50 PM

Other Aftions ~
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7. Click the padlock icon to view the details of the encrypted and signed email.

Message Security x|

Message Is Signed
This message indudes a valid digital signature. The message has not been altered
since it was sent,

Signed by:
Email address: christopmatte @gmail.com
Certificate issued by: COMODO Client Authentication and Secure Email CA

View Signature Certificate I

Message Is Encrypted
This message was encrypted before it was sent to you, Encryption makes it very
difficult for other people to view information while it is traveling over the netwark.

o, |
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6.6. Using certificates in Microsoft Word

Using digital certificates and signatures assure that the file you are about to use comes from a reliable

source, and that it has not been tampered with.

Using Microsoft Word and ACS CSP Middleware, you can sign documents by using certificates stored

in your token.

6.6.1.

Notes:

Signing a document using Microsoft Word

1. Make sure that a token with a valid certificate is connected in your system.

2. The certificate in the token should be installed in Windows Certificate Store. To check, see

Viewing certificates in Microsoft Management Console (MMC).

To sign a document using Microsoft Word 2013:

1. Under the Insert tab, click Signature Line in the Text ribbon.

Ao~ = Signed Document - Word

T H
HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW ACROBAT

PAGE1OF1 0WORDS

[[# ENGLISH (UNITED STATES)

B CoverPage~ El L—\ ’:E! P8 T Smartart ’ E‘ﬂ & Hyperlink IJ [ Header - [E] Quick Parts~ [ %' Signature Lin
[ Blank Page 1 & ¥l Chart e S Bookmark [ Footer~ 4 WordArt- [ Date & Time
O able  Pictures Online Shapes Apps for  Online Comment t Text i
"= Page Break . Pictures - @4 5Creenshot™  Ofice~ | Video L3 Cross-reference [ Page Number= g, * DropCap-  [~]Object -
Pages Tables Ilustrations Apps | Media Links Comment ts | Header & Footer Text
f g i 2 3 i s PR S

7 E - O x
Mary Cinderella L. Delgado -
fkv TC Equation ~ ::9
€ Symbal - £
Embed
(&) Number Flash

Symbols Flash -~

2. Fill up the Signature Setup dialog box with your details, and then click OK.

Suggested signer (for example, John Doe):
I.ﬁ.lbert Cesar Smith

Suggested signer's title (for example, Manager):
I.ﬁ.dministraﬁve Officer

Suggested signer's e-mail address:

Iau:sarsmnh @gmail. com|

Instructions to the signer:

Before signing this document, verify that the content you
are signing is correct.

[™ allow the signer to add comments in the Sign dialog
¥ Show sign date in signature line

QK & I Cancel
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3. The signature is inserted in the document. Right-click on the signature, and then click Sign.

B H S YR Signed Document - Word PICTURE.. 7
HOME  INSERT = DESIGMN  PAGE LAYOUT  REFEREMNCES  MAILINGS REVIEW  VIEW  ACROBAT FORMAT

B D E ’_z>|_| b .’ E”\@ =X IJ [ Header ~ %: #-
Text

. X [l | X . D Footer =
Pages Table Pictures Online Shapes Appsfor  Online  Links  Comment A 5
M - Pictures ~ @+7 Office~ Video M [#] Page Number~  goy~ -8-
Tables Illustrations Apps Media Comments Header & Footer Text
Lot E 1 2 3 4 5 3 ..
- e L]

-X & Cut

| Albert Cesar Smith By Copy

i Administrative Officer -

: [y Paste Options:
il

A
[& sign.. %

Signature Setup...

4. The Sign dialog box will appear. You can type your name in the field or insert an image to the
signature.

5. Click Change to select the certificate you want to use.

Sign d

@ 5ee additional information about what you are signing. ..

Before signing this document, verify that the content you are signing is correct.

Type your name below or dick Select Image to select a picture to use as your
signature:

Albert Cesar Smith
Administrative Officer

Signing as:
Issued by: COMODO Client Authentication and Secure Em...

Sign
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6. Once the certificate has been selected, click Sign.

sign 2| x|

@ see additional information about what you are signing...

IBeﬁ:)rE signing this document, verify that the content you are signing is correct,

Type your name below or dick Select Image to select a picture to use as your
signature:

Albert Cesar Smith
Administrative Officer

Signing as: Change. .. |
Issued by: COMODO Client Authentication and Secure Em... =

Cancel
7. Type in your token PIN when prompted.
8. The document is now signed.
E] A SignedDocument [Compatibility Mode] - Word ?
HOME INSERT DESIGN PAGE LAYOUT REFEREMNCES MAILINGS REVIEW  VIEW  ACROBAT
- A #
B I U -abe X, X ..
Paste . Styles Editing
| A -
Clipboard = Font Paragraph Styles
Lot E 1 z 3 4 5 [ A

&3/2018

X HC G/.wx?ﬁ

Albert Cesar Smith
Administrative Officer

PAGE1 OF1 OWORDS ENGLISH (UNITED STATES) [%

Note: Any modification in the document will make the digital signature invalid.
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6.7. Using certificates in LibreOffice

LibreOffice is a free open source office suite that includes a word processor, spreadsheet,
presentation tool, drawing package and database. With LibreOffice, you can sign documents to
ensure authenticity and security using your digital certificate.

Note: Make sure you have loaded the PKCS #11 in Mozilla Thunderbird to proceed with signing a
document in LibreOffice. See Loading PKCS #11 in Mozilla Thunderbird.

6.7.1. Signing a document in LibreOffice
To sign a document in LibreOffice:
Note: This procedure uses LibreOffice Writer.

1. Make sure that your document has been saved.

2. Inthe File menu, click Digital Signatures.

% Signed Document.odt - LibreOffice Writer

Edit Wiew Insert Format Styles Table Tools  Window

=) Bl

o= B@ -~ - B
5 Qpen.. Ctl+0
F IS' Si vI 10
Open Remote File... | imLin I_

Recent Documents v 3 'J_‘? ! i , E:';
. Close r
|24, Wizards 3

Templates »
@ Reload

d document

Versions...

H save Clrl+5

!.5‘ Save to Remote Server

Save As..  Ctrl+Shift+5
Save a Copy...

Save All

Export...
i ExportasPDF...

Send »
@ Preview in Web Browser

Print Preview Ctrl+shift+0
& ernt... Ctrl+P
g Prnter Settings...

D Properties...

ExitLibreOffice  Ctrl+Q I
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3. The Digital Signatures window will appear. Click Sign Document to select your certificate.

Digital Signatures x|

The following have signed the document content:

|Signed by | igital ID issued by Date |

View Certificate. .. | Sign Document. .. | Remove
Help | Close

4. Select your certificate, and then click OK.

Select Certificate x|

Select the certificate you want to use for signing:

Expiration date

11-09-2017

View Certificate. ..

Help | K K’\’SJ Cancel

5. Type in your token password when prompted.
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6. Digital Signatures window will show that your certificate is valid. Click Close.

Digital Signatures

The following have signed the document content:

Signed by Digital ID issued by Date
4  acsarsmith@gmail.com COMODO SHA-256 Client Authentication  07-28-2016 18:
@&| The signatures in this document are valid
View Certificate. .. | Sig Remave

31:02

Help |

Close [ |

7. Once the document has been signed, you will see the word “(Signed)” beside the filename on

the top bar, and an indicator appears on the status bar.

B signed Document.odt (Signed) - LibreOffice Writer -0l =l

File Edit Wiew Insert Format Styles Table Tools Window Help x

H = I W=, =

BH-o-EHaal Al 1T ] E-meT = Q= -

¢ [efauit styie 7 (& @ |[oeratonsert > [z 7| @ & @ & |d@bay| @& E' F- =R = »

S s SRR IVEE BEUC I SO JRRE VI SOCARA U U A SR A I ' s s = | S
This is a signed document @

-
1] |
Page 1of 1 5words, 25 characters DefaultStyle |  Engish (Phiippines) | [ml | & |& | | omEm | - +—0—— + | 100%
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6.8. Using certificates in Adobe® Acrobat® Pro

Using the Adobe® Acrobat® Pro and ACS Middleware, you can sign and encrypt PDF files using the
certificates stored in your token. The following sections will show you the steps in using a digital
certificate in Adobe Acrobat Pro application.

6.8.1. Loading PKCS #11 in Adobe Acrobat Pro

To start using you token in Adobe Acrobat Pro, make sure that you have loaded the ACS PKCS #11
Module in the application.

To load the ACS PKCS Module in Adobe Acrobat XI Pro:

1. From the Edit menu, point to Preferences, and then click Signatures.

Preferences

Categories:

Commenting
Documents
Full Screen
General
Page Display

3D & Multimedia
Accessibility

Adobe Online Services
Email Accounts
Forms

Identity

Internet

JavaScript

Language

Measuring (2D)
Measuring (30}
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)

Spelling
Tracker

Trust Manager
Units

Updater

2. Under Identities & Trusted Certificates, click More.

Identities & Trusted Certificates

» Create and manage identities for signing More...
» Manage credentials used to trust documents
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3. The Security Settings window will appear. Click Digital IDs, and then select PKCS#11
Modules and Token.

(= Digital ID and Trusted Certificate x|

Rearing ID Accounts

Digital ID Files

Windows Digital IDs Ii

PEC5#11 Modules and JTokens
Trusted Certificates

4. Click Attach Module.

ﬂ
= Digital IDs
Roaming ID Accounts
Digital ID Files
Windows Digital IDs
PPKCS#11 Modules and Tokens
Trusted Certificates

Attach Module | Detach Module e Refresh
Module Man&cturer 1D I Library Path I

Ii g =
Manage PKCS#11 Modules

This is a list of loaded PK.CS#11 modules. You can load additional modules to gain access to new
cryptographic devices

=
5. Locate the acospkcsll.dll file in the path: C:\Program Files\Advanced Card Systems
Ltd\ACOS5-CryptoMate Admin Client Kit\Middleware\x86\PKCS\, and then click Open.
6. The ACS PKCS#11 Module should now be visible in the Security Settings panel.
ﬂ
Bl Digital IDs AttachModule  Detach Module ¥ Refresh
Roaming ID Accounts Meodule Manufacturer ID
Digital ID Files
Windows Digital IDs
PKCS#11 Modules and Tokens Module Manufacturer ID: ACS
. Library Path: C\Program Files\Advanced Card Systems Lte\ACOS5-
jlc=tedGertiicates CryptoMate Admin Client Kit\Middleware\x864PKCS\acospkesLL.dll
gz
ﬂ Module
Manufacturer ID: ACS
Mm.i]ﬂe ACS ACOS5 PKCS #11
Description:
Library Version: 4.5
Cryptoki Version: 2.20
C:\Program Files\Advanced Card Systems Lid ACOS35-
Library Path: CryptoMate Admin Clent Kit Middleware'x86
'PKCS\acospkes11.dll
il
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6.8.2. Enabling digital signing for other PDF users

To allow other intended users of a PDF document to digitally sign a document, the Author must first
prepare the PDF document with the Reader Extended features. To do this, you need to have the
Adobe Acrobat Pro installed in your system.

To enable Reader Extended features:
1. Open the PDF document to be signed.

2. In the File menu, click Save As Other, point to Reader Extended PDF, and then click
Enable More Tools (includes form fill-in & save)....

R
Edit Wiew Window Help ®
Open... Ctri+0 % ‘ B (g @ @ i Customize ~ ‘ lz‘
Open From Acrobat.com... .
B Create N | Tools Fill & Sign Comment
= save Ctrl+5 z
Save As... Shift+Ctrl+5
Microsoft Word 4
Save To Acrobat.com... Spreadsheet 4
Send Fie... Microsoft: PowerPoint Presentation
Image 4

7 Get Documents Signed...

HTML Web Page

Revert
Close Cerlew Reduced Size PDF...
Certified PDF...
T curk- Enable Adding Text in PDFs (that are not PDF forms)...
S Print... Crk+p Optimized PDF... Enable Commenting & Measuring... [
Wiew All Recent Files... Archivable PDF (PDF/A) N
1 C:\Users\mdelgado\Desktop\...\Signed PDF.pdf Press-Ready PDF (PDF/X) "
2 V:\...\TSP-ACR33U-AL(CN)-1.06.pdf T 5

3 V:\...\TSP-ACR38T-D1(CN)-1.06.pdf

Exit Chr+Q

3. The Enable Usage Rights window appears. Click Save Now.

Enable Usage Rights in Adobe Reader x|

The following features will become available for this document when opened in
the free Adobe Reader.

- Save form data (for a fillable PDF form only)

- Commenting and drawing mark-up tools

- Sign an existing signature field

- Digitally sign the document anywhere on the page (not available for XML
forms; only supported in Adobe Reader 8.0 or later)

Mote: Once Reader Enabled, certain functions, such as editing decument
content or inserting and deleting pages, will be restricted.

Save Now Cancel
iy
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4. Save the document.
You can now affix your digital signature. For recipients of documents that need digital

signature but are using the free Adobe PDF Reader, see Using certificates in Adobe®
Reader®.
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6.8.3. Encrypting a PDF document

Encrypting a PDF document ensures that only the intended readers can decrypt and read the
contents of the document.

To encrypt a PDF document:

1. Make sure that the document is enabled with Reader Extended features (see Enabling
digital signing for other PDF users).

2. Once you have your PDF document ready, click on Tools. Under Protection, click Encrypt,
and then select Encrypt with Certificate.

Tools Comment Share
El-

[»

» Pages

» Content

» Forms

)

Action Wizard

* Recognize Text

* Protection

@ Encrypt -

1 Encrypt w'rth[%:rtmcate

2 Encrypt with Password

Manage Security Policies..

BEemowe Security

3. The Certificate Security Settings will appear. Select document components to encrypt, and
then click Next.

Certificate Security Settings x|

I Step:

Enter general information for this Certificate Security policy. You must enter at least

% General settings the name to continue.

Select recipients
Summary ! Save these settings as a policy:
{* Discard these settings after applying

Policy name:  |Encrypt with Certificate max. 50 Characters

Description: |71 policy will allow you to require access to a max. 250 Characters
specific private key when opening a document.

Select Document Compenents to Encrypt
@ Encrypt all document contents
" Encrypt all document contents except metadata (Acrobat 6 and later compatible)
" Encrypt only file attachments (Acrobat 7 and later compatible)

@ All contents of the document will be encrypted, and search engines
will not be able to access the document's metadata.

I &k for recipients when apphying this palicy

Encryption Algorithm: | 128-bit AES (Compatible with Acrabat 7.0 and later) =l

Cancel < Back
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4. Add the intended readers of the encrypted PDF file. This is the most important part of
encrypting a document. If you do not add any recipients in the list, then you will be the only
one who can decrypt and read the encrypted file properly. To add recipients of your
document, you should first have a copy of the certificate file (*.cer) of your recipient's digital
certificate. Click Browse to add recipient(s) and their corresponding certificate(s), and then
click Next.

Certificate Security Settings x|

[~ Step:

Update the list of intended recipients for documents secured using this policy. You can set document

General settings restrictions for a recipient by selecting the recipient and clicking "Permissions”.

% Select recipients

Summary Name Email I Search ...

email=acsarsmith@gmail.com acsarsmith@gmail.com

Browse ...

Rermowe

[etails .,

M

Permissions ..,

—p
Permi

Select a recipient to review permission settings.

har |

5. After finalizing the list of recipients, review the summarized policy details of the encrypted
document. Click Finish.

Certificate Security Settings x|
- Step:
L . S A S .
General settings Please review y of the infor for this policy. You must click Finish to save this
information.
Select recipients
= Summary Policy Detail

Name:  <not available>
Description:  <not available>
Encrypted Components:  All document content
Type: User
Medification Date:  2013.05.08 15:49:13 +08'00"

Cancel < Back
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6. To finalize the encryption, save the document. Notice the word “(SECURED)” will appear on
the top bar of the document beside the filename.
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6.8.4. Signing a PDF document

Signing a PDF document ensures that the document had not been tampered since the digital
signature has been added. This security feature is particularly important when sending documents
through emails.

Note: Make sure that the token with a valid certificate is connected to your system and that you have
loaded the ACS PKCS #11 Middleware for Adobe Acrobat Pro (see Loading PKCS #11 in Adobe
Acrobat Pro).

To digitally sign a PDF document:
1. Open the PDF document to be signed.

2. Inthe top right corner of the toolbar, click Fill & Sign and select Place Signature.

Tools Fill & Sign Comment

¥ Fill & Sign Tools

T Add Text
'  Add Checkrark

Place Initials

Place Signatur% -

3. Adobe Acrobat prompts on how to create a signature field. Click Drag New Signature
Rectangle.

F

I@ Te begin signing, choose the 'Drag Mew Signature Rectangle' button, and then

‘W' drag out the area where you would like your signature to appear. Once you
finish dragging cut the desired area, you will be taken to the next step of the
signing process.

[ Do not show this message again

Drag Mew Signature Rectangle ... Q Cancel
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4. Click and drag out the field's area in the location where the digital signature should appear in
the document.

Ad d Card Syst Ltd.
@ Cardv&aﬁl::dirﬁchnolngierss ems

5. The Certify Document window will appear. Select the certificate to be used from the Sign As
drop-down list.

Sign Document x|

Sign A= Iacsarsmith@gmail.mm (COMODO SHA-256 Client Authentication and Secure Email ij ﬂ

Certificate Issuer; COMODO SHA-256 Client Authentication and Secure Email CA Info... |

Note: If you cannot see your digital certificate, try re-inserting the token.

6. You can customize the appearance of your digital signature by clicking on the Appearance
drop-down listing, and selecting New Appearance.

7. Configure the properties of your digital signature as preferred. Click OK.
x|

Title: IACS

r~ Preview

Digitally signed by your common name here
DN: your distinguished name here

Reason: your signing reason here

Location: your signing location here

Date: 2016.07 28 20:17:16 +08'00'

- Cenfigure Graphic
Show: ¢ No graphic Import Graphic from:

" Imported graphic File.. |
" Name

- Configure Text
Show: ¥ Name W Location [¥ Distinguished name ¥ Logo
¥ Date ¥ Reason [~ Adobe Version [V Labels

i~ Text Propertie

Text Direction:  * Auto " Leftto right " Right to left

Digits: I 0123456739 =

OK Ii I Cancel
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8. Once you have customized your digital signature, click Sign.

Sign Document il

Sign As: Iacsarsmith@gmail.cum (COMODO 5HA-256 Client Authentication and Secure Email [j ﬂ

Certificate [ssuer, COMODO 5HA-256 Client Authentication and Secure Email CA Info... |

Appearance:

DN:

email=acsarsmith@g
mail.com @l
Date: 2016.07.28

20:19:43 +08'00°

[" Lock Document After Signing ﬂ

a Document warnings have been reviewed Review... |
Sign I Cancel |

9. Specify the location where the signed document will be saved, and then click Save.

10. Type in your token PIN when prompted.

11. The watermark is added permanently in the document. It indicates who signed the document.

Signed Document.

DN:
email=acsarsmith@gm
ail.com

Date: 2016.08.23
12:08:07 +08'00'

W
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6.9. Using certificates in Adobe® Reader®

6.9.1. Loading PKCS #11 in Adobe Reader

Before you can use digital signatures in your Adobe Reader, the PDF document you are going to sign
should have been saved with the Reader Extended functionality using Adobe Acrobat Pro (see
Enabling digital signing for other PDF users).

To load the ACS PKCS Module using Adobe Reader X:

1. Under the Edit menu, point to Protection, and then click Security Settings.

t Adobe Reader
File | Edit View Window Help

Undo Ctrl+2

Redo Shift+Ctrl+2

Cut Cirl 4%
i Copy Cirl+C
]| Paste Ctrl+v

Delete

Select All Ctrl+A

Deselect All Shift+Ctrl+A

Copy File to Clipboard

= ile Adobe Onlin
Im; Take a Snapshot
Chedk Speling ' Convert
Look Up Selected Word...
@ Create H
Find Ctrl+F
Advanced Search Shift+Ctrl +F ‘ 3’ Share Fi
Protection Security Properties
Analysis 4 o]

Revoke Document
. »
AEmEL View Audit History

Cirl+ Synchronize for Offline

Preferences...

Manage Rights Management Account
Add Not: e e

Use the n | Security Settings. ..
i

~  toolstoa
documen  Manage Trusted Ide

0%
b

Learn Hot 1mport Security Settings

2. The Security Settings window will appear. Click Digital IDs, and then select PKCS#11
Modules and Token.

(= Digital ID and Trusted Certificate x|

= Digital IDs

Rearing ID Accounts

Digital ID Files

Windows Digital IDs Ii

PECS#11 Modules and JTokens
Trusted Certificates
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3. When prompted with Adobe Reader Protected Mode window, select Always open with
Protected Mode disabled and then click OK. This will require you to restart Adobe Reader.

Adobe Reader Protected Mode x|

The installed medule or token is not available.

You are currently viewing this document in Adobe Reader Protected Mode.

Adobe Reader Protected Mode is not able to interact with your smart card reader or token,
Would like to open Adobe Reader with Protected Mode Disabled?

(This will require you to restart Adobe Reader.)

& Always open with Protected Mode disabled

{” Do not open with Protected Mode disabled

Tell me more about Protected Mode and smart cards

|

4. Once you have restarted Adobe Reader, repeat steps 1 to 2.
5. Click Attach Module.

{ Digital ID and Trusted Certificate Settings =
=

Digital IDs Attach Module  Detach Module e Refresh

g ct s Module Man&cturer D I Library Path I
Digital ID Files
Windows Digital IDs
PPKCS#11 Modules and Tokens
Trusted Certificates
=
Manage PKCS#11 Modules

This is a list of loaded PK.CS#11 modules. You can load additional modules to gain access to new
cryptographic devices

2l

6. Locate the acospkcsll.dll file in the path: C:\Program Files\Advanced Card Systems
Ltd\ACOS5-CryptoMate Admin Client Kit\Middleware\x86\PKCS\, and then click Open.
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7. The PKCS #11 Module information should now be visible in the Security Settings panel.

{7 Digital ID and Trusted Certificate Settings x|

Bl Digital IDs Attach Module Detach Madule & ¥ Refresh

. R
Roaming ID Accounts Library Path

Maodule Manufacturer ID

Digital I Files
Windows Digital IDs
PKCS#11 Modules and Tokens Module Manufacturer ID: ACS
T d Certifi Library Path: C\Program Files\Advanced Card Systems Ltd\ACOS5-
geiedieeibneatsy CryptoMate Admin Client Kit\Middleware\86\PKCS\acospkeslL.dll

T
E Module
Manufacturer ID: ACS
R;“.hﬂe ACS ACOSS PKCS #11
Description:

Library Version: 4.5
Cryptoki Version: 2.20
C:\Program Files\Advanced Card Systems Ltd ACOS3-

Library Path: CryptoMate Admin Client Kit Middleware'x86
'"PEKCS\acospkesl1.dil

8. You are now ready to use your ACS token in Adobe Reader.
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6.9.2. Signing a PDF document

Before you can digitally sign a PDF document using the Adobe Reader, the document should have
the Reader Extended feature. The Reader Extended feature is enabled by saving the document in
Adobe Acrobat Pro (see Enabling digital signing for other PDF users).

When a document is saved with the Reader Extended feature, the Adobe Reader displays the
Extended tab in the toolbar.

— =10l x|

x

Tools Sign Comment Extended

Figure 3: Adobe Reader Extended Tab

Note: Make sure that the token with a valid certificate is connected in your system and that you have
loaded the ACS PKCS #11 Middleware for Adobe Acrobat Pro (see Loading PKCS #11 in Adobe
Acrobat Pro)).

To sign a PDF document using Adobe Reader X, follow the steps below:
1. Open the PDF document to be signed.
2. Under the Extended tab, click Sign Document.

— =[P

®

Tools Sign Comment Extended

| = | Extended Features

Content

(&) Add or Edit Text Box

Sign
@ Sign Document

f F'Iac&ignature

él Apply Ink Signature
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3. Click and drag out the field’'s area in the location where the digital signature should appear in
the document.

Ad d Card Syst Ltd.
@ Cardv&aﬁl::dirﬁchnolngierss ems

4. The Sign Document window will appear. Select the certificate to be used from the Sign As
drop-down list.

Note: If you cannot see your digital certificate, try re-inserting the token.
5. To configure the appearance of your digital signature, click the Appearance drop-down list.

6. Once you have selected and configured your digital certificate, click Sign.

x
Sign As: Iacsarsmith@gmail.cum j ﬁ
Certificate Issuer COMODO SHA-256 Client Authentication and Secure Email CA Info... |

Appearance:

DN:
email=acsarsmith@gmail.com @
Date: 2016.07.29 12:19:39 +08'00'

[T Lock Document After Signing ﬁ

Sign .E I Cancel |

7. Specify the location where the signed document will be saved, and then click Save.
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8. Wait until the process is finished. Once the document has been successfully saved, the
signed PDF document will be shown together with the digital signature.

This is a signed document.

DN:
email=acsarsmith@gmail.com
Date: 2016.07.29 12:22:07
+08'00"
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6.10. Using certificates in Windows® Logon

Before using your token for domain logon, you should first configure your connection to a particular
domain (e.g., your company domain). This domain server must be configured to issue digital
certificates.

The next sections will show the steps in logging in to a domain using a certificate in a token.

6.10.1. Connecting to a domain
To configure your computer to connect to a domain logon:

1. Goto your Local Area Connection, and then click Properties.

@ Local Area Connection Status |
General |
Connection
IPw4 Connectivity: Internet
IPwE Connectivity: Mo Internet access
Media State: Enabled
Duration: 01:32:21
Speed: 100.0 Mbps

Details. .. |

Activity

Sent —— _L_ME, —— Received

Bytes: 11,847,286 | 13,089,467

I}5@1Pm%\rh’es| I@)Disable | Diagnose |

Close |

2. Inthe list of connections, select Internet Protocol TCP/IP, and then click Properties.

In the General tab, select Use the following DNS server addresses. Type in the IP address
of your DNS server, and then click OK.

Internet Protocol Version 4 (TCP/IPv4) Properties 21xl

General |Alternate Configuration |

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

% Obtain an IP address automatically
—{" Use the following IP address:

1P address: I . . .
Submet mask: I . . .
Defaulk gateway: I - - -

~ Obtain DNS server address automatically

—{* Use the following DNS server addresses:

Preferred DNS server: I 192 . 168 . 21 . 229
Alternate DNS server: I . . .

[~ validate settings upon exit Advanced... |
oK !E I Cancel |
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Note: To know the IP address of your DNS server, contact your Network Administrator.

4. Once you have configured your DNS server, right-click on My Computer, and then click
Properties.

Open

My Corr @ Manage
Map netwark drive. ..
Disconnect network drive...

Create shaortout
Delete
Rename

Properties

5. The System window will appear. Under the Computer name, domain, and workgroup
settings, click Change settings.

6. Under the Computer Name tab, click Change.

To use a wizard to join @ domain or worcgroup, click Metwark |0 |
Metwark 10

Tao rename this computer or change its domain or Ch
warkgroup, click Change.

ange.. h{

7. Under Member of, select Domain, and then type in the domain name of your DNS server.

— Member of
* Domain:

Idnmainlugun com|

i~ Workgroup:

oK & I Cancel

Note: To know the domain name of your DNS server, contact your Network Administrator.

8. Type in the username and password of the domain when prompted.

9. Once successful, your computer will perform a restart.
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6.10.2. Logging in to Windows using a token

1. Once you have successfully joined a domain, you will notice a difference in your Welcome
screen.

2. Connect your token.

Note: Make sure that it has a certificate stored in it that has been requested from MMC/Active
Directory.

Click the smart card reader icon in the Welcome screen.

4. Type in your token PIN to log in.
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6.11. Using certificates in Windows® WIFI EAP-TLS

The Extensible Authentication Protocol Transport Layer Security (EAP-TLS) is a protocol for wireless
networks used when connecting a computer to the Internet. EAP-TLS authentication method is
enabled for Windows® operating systems to support multiple authentication mechanisms, such as
token cards, smart cards, certificates, one-time passwords, and public key encryption authentication.

Notes:

1. Make sure that a token with a valid certificate is connected in your system (see Connecting
to a domain).

2. Contact your network administrator for the Wireless Access Point (WAP) with smart card
security.

6.11.1.  Setting a Wireless Access Point
To configure smart card—enabled WAP:
1. Click the Start menu.

2. Goto Control Panel | Network and Internet | Network and Sharing Center.

3. Select Setup a new connection or network.

_EE_ Network and Sharing Center =] ]
S~ o : =
QL)U v+ - Control Panel = Network and Internet = Network and Sharing Center - ml Search Control Panel 2]
Control Panel Home View your basic network information and set up connections
. : | See full map
Manage wireless networks [}h‘ I — l_;h I — 9
Change adapter settings ACS-ADMIN cosdomain.com Internet
Change advanced sharing settings (This computer)
View your active netwarks Connect or disconnect

Access type: Internet

Connections: I Wireless Network Connection
(ACS_MANILAZ)

L cosdomain.com
_E Domain netwark

Change your networking settings

{"‘-". Set up a new connection or network
" setupa wireless, broadband, dial-up, ad hoc, or YPN connection; or set up a router or access paint.

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

=
'-a Choose homegroup and sharing options

Seealso Access files and printers located on other network computers, or change sharing settings.
HomeGroup
Internet Options Troubleshoot problems

Windows Firewall Diagnose and repair network problems, or get troubleshooting information.
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4. Choose Manually connect to a wireless network, and then click Next.

¥ Set Up a Connection or Network o ] B9
)
k) @ Set Up a Connection or Network
Choose a connection option
-
Connect to the Internet I
Set up a wireless, broadband, er dial-up connection to the Internet.
CE. Set up a new network
-ag-, Configure a new router or access point.
Panually connect to a wireless network
o _cnnect to a hidden network or create a new wireless profile;
| Connect to a workplace =
H Set up a dial-up or VPN connection to your workplace,
Set up a dial-up connection
Connect to the Internet using a dial-up cennection, _|
-

Mext I Cancel |

5. Wireless network settings will appear. Type in the following details for each configuration:

Note: Contact your network administrator for the specified settings for this configuration.

[ Manually connect to a wireless network 0] =]

EIE‘ Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: I ACS-AP

Security type: IWPA}!—Enterprise j

Encryption type: IAES j

Security Key: | I~ Hide characters

[~ Start this connection automatically;

[~ Connect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.

Mext I Cancel

6. Click Next.
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7. A prompt will show for the successfully added access point. Click Change connection
settings.

[ Manually connect to a wireless network o ] 5
k) EIIF‘ Manually connect to a wireless network

Successfully added ACS-AP

<» Change connection settings
Open the connection properties so that I can change the settings.

Close |

8. Your WAP network properties will appear. Go to Security tab.

Under Choose a network authentication method, select Microsoft: Smart Card or other
certificate.

ACS-AP Wireless Network Properties |

Connection  Security |

Security type: |WPA2-Enterprise

L Led

Encryption type: IAES

Choose a network authentication method:

IMicrosof't: Smart Card or other certiﬁcatj Settings |

™ Remember my credentials for this connection each
time Im. Joaged.on

Advanced settings |

oK I Cancel

Note: Clear the Remember my credentials for this connection each time I'm logged on
option for security.
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10. Click Settings.

11. Smart Card or other Certificate Properties will appear. Select the option Use my smart
card, and then click OK.

Smart Card or other Certificate Properties x|
 When connecting:
« :
" Use a certificate on this computer

¥ | Use simple cetificate selection (Recommended)

—Iv Validate server cerificate

[~ Connect to these servers:

Trusted Root Certification Authorities:
O AddTrust Extemal CA Root iI

O Eattimore CyberTrust Root

O Class 2 Primary CA

O Class 3 Public Primary Certfication Authority
O cOMODO Certification Autharity

O cosdomainCOS-TSCCA

O DigiCert Assured 1D Root CA

[ DigiCert Global Foot CA =
4| | B
View Cerficate |

[~ Do not prompt user to authorize new servers or trusted certification

™ Use a different user name for the connection

oK I Cancel

12. Click Advanced Settings.

13. Under 802.1X settings tab, select Specify authentication mode, and then choose User
Authentication in the drop-down list.

5I

8021 settings | 302, 11 settings |

IUser authentication j Save credentials |

= | Delete credentials For &l users

I Enable single sign on for this netwaork

(% Perform immediabely before user logan

! Perform immediately after user [agon

Iaximunm delay (seconds) 10

¥ | &llow additional dislags ba ke displayed diring single
Sidn an

I™ | This metwork uses separate irtual LANs For mackine
and wser authentication

0K I Cancel
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14. Under 802.11 settings tab, select Enable Pairwise Master Key (PMK) caching.

x

'502,1)( settings 80211 settings |

Fast roaming
¥ Enable Pairwise Master Key (PMK) caching!
PMK time to live {minutes): I 720 3:

Number of entries in PMK cache: I 128 3:

[~ This network uses pre-authentication

IMaximum pre-authentication attempts: I 3 3:

I~ Enable Federal Information Processing Standards (FIPS)
compliance for this network

oK I Cancel

15. Click OK to save configuration.
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6.11.2. Connecting to a WAP using a token
1. Runthe ACSCMU application.
2. Connect your token and log in.

Note: Make sure that it has a certificate stored in it that has been requested from MMC/Active
Directory.

3. Onthe task bar, open Wireless Network Connection and select the access point.

FY
Currently connected to: +3
| _h cosdomain.com
A Internet access
Wireless Network Connection ;I
ACS_MANILA3 Connected

COS-TestAP

ACS M

ADT-AP M

ACS-MNO1 M

PLOTHOMEDSLGAMEQPSING L

GlobeDSL_GOT A =
Open Network and Sharing Center

4. Click Connect.

5. Type in your token PIN, and then click OK.

Windows Security x|

Network Authentication
Please enter smart card PIN

Administrator
Smart card credential
Administrator @cosdomain, com

oK Cancel
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6.12. Certificate Chains

6.12.1. Certificate chains in Mozilla Firefox/Thunderbird

Mozilla Firefox/Thunderbird has its own certificate repository where certificate and certificate chains
are located. When viewing a certificate in the Certificate Manager, sometimes the error message
"Could not verify this certificate for unknown reasons” is displayed. Below is a sample of the error
message:

Certificate Viewer:"My ACS Token:acsarsmith@gmail.com™ x|

General | Details |

Could not verify this certificate for unknown reasons.

Issued To

Comman Mame (CM) <Mot Part Of Certificate =

Organization {Q) <Mot Part Of Certificate »

Organizational Unit (OU)  <MNot Part Of Certificate »

Serial Mumber 00:80:C9: TE: 3C:45:CA: 75:08: 10:8CES 2B: 10:87: 15: 84
Issued By

Commaon Mame (CM) COMODO Client Authentication and Secure Email CA
Oroganization (3) COMODO CA Limited

Oroganizational Unit (OU)  <Mot Part Of Certificate =

Figure 4: Unverified Certificate Error Message

To fix this problem, you need to manually install the missing certificate file (*.cer) to Mozilla
Firefox/Thunderbird.

To manually install a certificate to Mozilla Firefox:
1. Inthe Tools menu, click Options.
2. Click Advanced. Under the Certificates tab, click View Certificates.

x|
—_— BT ] r'} T Lo
J w wm s Q)

General Tabs Content  Applications  Privacy  Security Sync Advanced

Generall Data Choices | Metwork | Update Certificates |

When a server requests my personal certificate:

{ Select one automatically % Ask me every time

View Cerﬂ\jﬁmteg I Validation Security Devices

23
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3. The Certificate Manager will open. Under the Authorities tab, click Import.

o

Your Certificates I People | Servers  Authorities | Others I
You have certificates on file that identify these certificate authorities:
Certificate Mame | Security Device | &2
4{c) 2005 TURKTRUST Bilgi Iletisim ve Bilisim G... i
TURKTRUST Elektronik Sertifika Hizmet Sa... Builtin Object Token b
AA8-Trust Ges, f, Sicherheitssysteme im elektr ...
A-Trust-nQual-03 Builtin Object Token
AAC Camerfirma 5. A,
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2003 Builtin Object Token
AAC Camerfirma SA CIF AB2743287
Chambers of Commerce Root Builtin Object Token
Global Chambersign Root Builtin Object Token LI
Wiew... Edit Trust... | Import.kj Export... Delete or Distrust... |

4. Locate and select the missing certificate file (*.cer), and then click Open.

5. You will be asked for the Trust settings of the newly-loaded certificate file. Check all the
options for Trust purposes, and then click OK.

purposes?

¥ Trust this CA to identify websites.

¥ Trust this CA to identify email users,

¥ Trust this CA to identify software developers.

procedures (if available),

View Examine CA certificate

i

You have been asked to trust a new Certificate Autharity (CA).

Do you want to trust "COMODO Client Authentication and Secure Email CA™ for the following

Before trusting this CA for any purpose, you should examine its certificate and its policy and

K Cancel

6. Goto Your Certificates tab, and then click View.

Page 75 of 79

ACOS5-CryptoMate Client Kit (For Windows) — Administrator Package Manual info@acs.com.hk

Version 1.04

www.acs.com.hk




aCs Advanced Card Systems Ltd.
Card & Reader Technologies

7. Under the General tab, it should show that the certificate has been verified for use.

Certificate Viewer:"ACS Admin Token:acsarsmith@gmail.com™ |

General | Details |

This certificate has been verified for the following uses:

I mail Signer Certificate

| Email Redipient Certificate

Issued To

Cammon Mame (CH) <Mot Part Of Certificate =

Organization (O] <Mot Part Of Certificate =

Organizational Unit (OU) <Mot Part Of Certificate >

Serial Mumber 00:9C:D7:63:89:95:70: 31 1A: 29: 1E:F5:F5: 28: 2F:6E: AS
Issued By

Comman Mame (CM) COMODO 5HA-256 Client Authentication and Secure Email CA
Oraganization (3) COMODO CA Limited

Organizational Unit (OU) <Mot Part O Certificate>

Period of Validity

Begins On Tuesday, Movember 08, 2016

Expires On Thursday, Movember 09, 2017

Fingerprints

SHA-256 Fingerprint Co:75:7F:B9:CD:45:4F:E7:43:7B:4A:9F:3E:B1:B5:CD:
EE:CF:10:F5:BB:RB:E8:CA:-54:18:25:57:95:B8:-24:05
SHA1 Fingerprint T 7A:55:5A:74:81: 1D 8D:60:08: 20:B3: 10: 72: 23: 23:82:96:60: CC
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To manually install a certificate to Mozilla Thunderbird:

1. Click the Menu button , point to Options, and then click Account Settings.

2. Inthe Account Settings window, click Security in the left side of the panel.

3. Under Certificates, click View Certificates.

W {~ Regquired (can't send message unless all re

4 Local Folders

—Certificate
Junk Settings Sruncates
Disk Space Eewﬁfrﬁﬁmtﬂ | Security Devices
Outgoing Server (SMTF)

4. The Certificate Manager will open. Under Authorities tab, click Import.

&' Certificate Manager =10l x|
Your Certificates I People | Serverz  Authorities | Others |
You have certificates on file that identify these certificate authorities:

Certificate Mame | Security Device | 0

AAC Camerfirma 5.4, )
Chambers of Commerce Root - 2008 Builtin Object Token b
Global Chambersign Root - 2008 Builtin Object Token

AAC Camerfirma SA CIF AG2743287
Chambers of Commerce Root Builtin Object Token
Global Chambersign Root Builtin Object Token

AACCY
ACCVRAIZL Builtin Object Token

AActalis 5.p.A, 03358520967
Actalis Authentication Root CA Builtin Object Token ;I

Wiew... Edit Trust. .. Import...,}l Export... Delete or Distrust... I
Hhy

5. Locate and select the missing certificate file (*.cer), and then click Open.
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6. You will be asked for the Trust settings of the newly-loaded certificate file. Check all the
options for Trust purposes, and then click OK.

x

You have been asked to trust a new Certificate Autharity (CA).

Do you want to trust "COMODO Client Authentication and Secure Email CA™ for the following
purposes?

¥ Trust this CA to identify websites.
¥ Trust this CA to identify email users.
¥ Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available].

View Examine CA certificate

oK Cancel

7. Goto Your Certificates tab, and then click View.

8. Under the General tab, it should show that the certificate has been verified for use.

Certificate Viewer:"ACS Admin Token:acsarsmith@gmail.com™ x|

General | Details |

This certificate has been verified for the following uses:

I mail Signer Certificate

| Email Redpient Certificate

Issued To

Common Mame (CM) <Mot Part Of Certificate =

Organization (O] <Mot Part Of Certificate =

Organizational Unit (OU) <Mot Part Of Certificate =

Serial Mumber 00:9C:D7:63:89:95:7D:31:1A: 29: 1E:F5:F5: 28: 2F:6E: A5

Issued By

Comman Mame (TN} COMODO 5HA-256 Client Authentication and Secure Email CA

Organization (0) COMODO CA Limited

Organizational Unit (OU) <Mot Part Of Certificate=

Period of Validity

Begins On Tuesday, Movember 08, 2016

Expires On Thursday, Movember 09, 2017

Fingerprints

SHA-256 Fingerprint Co:75:7F:B9:CD:45:4F:E7:43:7B:4A:9F:3E:B1:B5:CD:
EE:CF:10:F5:BB:RB:E8:CA:-54:18:25:57:95:B8:-24:05

SHA1 Fingerprint F7:TA:55:5A: 74:81:1D:80:60:08: 20:B3: 10: 72:28: 23:82:96:60:CC
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7.0. Troubleshooting Guide

7.1. Upgrading from earlier versions

To properly install the ACOS5-CryptoMate Client Kit, all the registry settings must first be cleared from
your computer. To do this:

1. Uninstall any previous versions of the package from your computer.
a. Goto Control Panel, and then click Programs and Features.

b. Select the previous version of the client kit, and then click Uninstall.

7.2. Allowing PKCS logs to be recorded

This setup permits the ACS middleware to access your system to record your PKCS logs. To do this:

1. For Windows® 7 and Windows® 8 users, set your User Account Control (UAC) to Very
Low.

a. Goto Control Panel, and then click User Accounts.
b. Click Change User Account Control settings.
c. Set the natification control to Never notify, and then click OK.

2. Restart your computer for the changes to take effect.

Adobe, Acrobat, and Reader are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States and/or other countries.
Microsoft, Windows, Windows Vista, Internet Explorer and Outlook are registered trademarks of Microsoft Corporation in the United States and/or other countries.
Mozilla Firefox and Mozilla Thunderbird are trademarks or registered trademarks of Mozilla Corporation.
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